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Introduccién a BlackBerry .

Introduccion a BlackBerry
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Smartphones

“‘El teléfono inteligente (Smartphone en inglés) es un término
comercial para denominar a un teléfono movil que ofrece mas
funciones que un teléfono celular comun.” (Wikipedia)

* Sistemas Operativos:

- Symbian OS
- Android Al
- I0S

- BlackBerry

- Windows Phone
(Mobile) Rt

& Symbian & Android Apple @ RIM
® Windows Mabile @ Linux ® Other

Ventas por SO - 3Q10 (Gartner)

Fuente: http://www.gartner.com/it/page.jsp?id=1466313
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BlackBerry Device Software.

BlackBerry 8800 Series
BlackBerry 8700
Series

BlackBerry Curve 8300
Series

BlackBerry Pearl 8100
Series

App World Downloads by OS: Free

BlackBerry Bold 9000
BlackBerry Pearl Flip
8220

4.6.1

BlackBerry Curve 8900
BlackBerry Curve
8520

BlackBerry Curve 8350i
BlackBerry Pearl Flip
8230

MPre-450
450

460
Pre-4.5.0

w461 0%

470
[ Eal
500+

August1 - August 31, 2010

BlackBerry Storm 9530 BlackBerry Tour 9630
BlackBerry Storm
9500

App World Download by OS: Paid

470 471
1 1%
%y

@Pre-450
w450
o460
Wa61
H470
w47)

H500+

August1 - August 31, 2010

BlackBerry Bold 9700
BlackBerry Bold 9650
BlackBerry Bold 9000
BlackBerry Tour 9630
BlackBerry Storm2
9550

BlackBerry Storm2
9520

BlackBerry Storm 9530
BlackBerry Storm
9500

BlackBerry Curve 8900
BlackBerry Curve
8530

BlackBerry Curve 8520
BlackBerry Curve
8350i

BlackBerry Curve 8330
BlackBerry Curve
9300

BlackBerry Curve 9330

BlackBerry Torch 9800

Fuente: http://lus.blackberry.com/developers/choosingtargetos.jsp

Pagina: 6



CENTRO CRIPTOLOGICO NAGIONAL

~Mn." ’:m 0 ; L3
V Jornada STIC CEN-CERT @

-

Desarrollo sobre BlackBerry \

* BlackBerry menciona 3 aproximaciones para el desarrollo de aplicaciones:

- BlackBerry Web Development

¢ Desarrollo de sitios Web y Widgets para dispositivos
BlackBerry.
- BlackBerry Smartphone Themes and Animated
Graphics
¢ Desarrollo de temas, graficosy otros contenidos
visuales para BlackBerry.
- Java Application Development

¢ Desarrollo de aplicaciones, en JAVA, que pueden
utilizar la API ofrecida por BlackBerry para la
programacion de sus dispositivos.

© ®®

Fuente:http://us.blackberry.com/developers/started/bbdevapproach.jsp
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Aplicaciones paraBlackBerry

Otras Aplicaciones...
Top Free

Fuente: http://www.flexispy.com/

Is Someone Keeping Secrets from You?
Reveal All with the Worlds Most Powerfuf Spyphone

SIS, Call Logs, Emaiss, Locations and liten to conversations within minudes of purchase.

= Catch chesting wives or . protect chidren, make
automatic backups, bug meetings rooms etc.

= Learn all about FlexiSPY. St have spesions, try Live Chat who are wailing o help.

Top Paid - & -
P FLEXISPY -PRO-2¢ & FLEXISPY iPhone
PROX | FULLGETAILS | S2Pertd| ipnone | FuLLDETAILS
ram or e Phons spy phone ” i
b = [ isterst actslprone calls Secrety ead G, Enal, Call Lo S\~ | FREEDOWNLOAD
Use as a secret mobile gps tracker Track location on map — — S —
Intides l PRO fotres [IN———
Change phones as ofen s you e B version rom 53358
Symbian, Wiows Mobie & SeciEery
N — 3 — Silently Record Text Message
oroER ow: $349 per year) oroer ow: $349 (per year) GPS Locations and Call Dttt
LEARN ABOUT spyPHONE (TG —
— o e
FLEXISPY - PRO & FLEXIRECORD i — 7
Ereeed py Software for
Phones } obilelehones
Newest ltems o s owarc
Spyphone o fug a roomor persan Sutomatialy ecorcs P calls 0P
Roat ek M5, ENAL and Gal Logs Vil omperion to any PRO or PO
e —— R R ——
— Crance phones as fen a5 you e
B ‘Symbian, Windows and Blackberry
- [ oroer now: $249 coer vear) oroernow: $249 @netine)
Shift & Arrange ALL YOUR QUESTIONS m
-—
FLEXISPY - LIGHT & FLEXISHIELD P

US$1.99 USD Us$0,99 USD

What is Mobile Spy Smartphone Monitoring Software?

e Sy is the n. smortphone spy software. D 7o

QUESTIONS?
18-475-5345
plaes

Fuente: http://appworld.blackberry.com/webstore/

’;’29:.272 bkt 2 m
.. Rl oo omie | i | wesie |
Fuente: http://www.mobile-spy.com
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* Metodos de Instalacion Sl i e

- BlackBerry Desktop Manager + oo e
Ficheros ALX y COD :Fm

- Application Loader - :mm
Ficheros COD = il

- Application Web Loader oL
Ficheros JAD y COD

- Paralos tres métodos:

Conexion mediante USB desde
el Desktop a la BlackBerry.

Es necesario acceso fisicoa la
BlackBerry.

Fuente: http://supportforums.blackberry.com/rim/attachments/rim/Testing_and_Deployment_of_Applications@tkb/117/1/How_to_Deploy_and_Distribute_Applications_V1.pdf
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Instalacion de Aplicaciones en BlackBerry (I1)

* Métodos de Instalacion

- OTA (Over the Air)

¢ Acceso e instalacion a través de Internet,
desde el navegador de la BlackBerry.

¢ JAD (Java Application Descriptors):
Ficheros en texto plano que describen los
atributos de una aplicacion Java
(vendedor, nombre de la aplicacion,
tamano, URL de descarga de la
aplicacion, etc.).

¢ La aplicacion se distribuye en formato
.COD (.JAR opcional).

* Enentornos BES también es posible la
distribucion de aplicaciones a traves del

Enterprise Server.

WDescription:
i

Kisses +

2.0.0

ZenConsult Pte. Ltd.
84.9KB

Kisses detects and reveals any
hidden programs on your
BlackBerry. It also shows you a list
of all running processes and will
detect and remove FlexiSpy,
MobileSpy and PhoneSnoop

B Set application permissions.

e
oomies | coce

Fuente: http://supportforums.blackberry.com/rim/attachments/rim/Testing_and_Deployment_of_Applications@tkb/117/1/How_to_Deploy_and_Distribute_Applications_V1.pdf
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Archivos de Aplicaciones \

e JADy ALX

- Ficheros utilizados para describir las aplicaciones.

* JAR (Java ARchive)

- Distribucion de aplicaciones Java (clases, metadatos y recursos).

« @ coD

- Formato propietario de Blackberry para la distribucion de aplicaciones.

- El compilador del JDE de BlackBerry esta configurado para minimizar el
tamafo de las aplicaciones, eliminando la siguiente informacion del archivo
“.cod” resultante:

¢ Informacion de debug

¢* Nombres de variables locales

¢ Numeros de linea (codigo)

¢* Nombres de métodos y miembros privados
- MiDlet (MIDP), CDLC & BlackBerry API.

Fuente: http://docs.blackberry.com/en/developers/deliverables/5827/BlackBerry_Java_Application_design 447305 11.jsp
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Medidas de Sequridad (1) P

* Firmade Cddigo

- Las aplicaciones unicamente pueden utilizar APIs publicas de BlackBerry.
- Dentro de las APIs publicas existen las “abiertas” y las “firmadas”.

- Para hacer uso de las APIs “firmadas” (packages, clases o métodos) es
necesario que la aplicacion este firmada (digitalmente).

¢ Enun dispositivo real, no es necesaria la firma para probar la aplicaciéon en un
simulador.

- Cualquier “Spyware” necesitara acceso a APls “firmadas”:

net.rim.blackberry.apl.phone
Interface PhoneListener

I Known Tmplementing Classes,

-, Mults ned isrener

pblic intecface Phonelistensc

Implemnent this interface if you intend to listen for and act on phone avents.

category:
Sigred: This element is only accessible by signed applications. If you intend to use this element, please visit ttp://www blackberry com/go/codesigning to obtan a set of code signing keys, Code signing
is only required for sppACatons ruNNING on BlackBerry smartphones; development on BlackBErTy SMArtpRone SIMUISLOrS csn ocour WINOLE code Signng
BlackBerry APL 4.0.0

jeld Summary
fraric 1o onu e sz Fawe
Authorization fallure.
® L, mEvL

g, "revie tne L FBOR CUL REPLLGD 3t STK
¥ STK (GSM SIM spedfic)
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Medidas de Seguridad (I1)

Proceso de Firma

El desarrollador (tercera parte) crea una
aplicacion
El desarrollador (tercera parte) se registra

con la autoridad de certificacion (signing
authority tool)

El desarrollador (tercera parte) realiza una
peticion de firma de codigo

¢ @ Se envia un hash de la aplicacion (.cod)
gue se quiere firmar!

La autoridad de certificacion recibe la
peticion de firma de codigo

Se lleva a cabo la verificacion de firmas

« @ Parainiciar el proceso se debe estar

registrado...

1 5% o
IV Jornada STIC CEN-CERT
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e, Code Signing Registration
*:*BlackBerry.
ry Developer Zone Order Form

PRODUCT: SRV-00021-001: JDE APIKeys

CUSTOMER INFORMATION (please print legibly):

Name: Street:

Title: City
Province/

Company: State:
Postal/ ZIP

Phone: Code:

Fax: Email

European VAT #:

REGISTRATION PIN

gning 3 se your PIN. The PIN that you eal
RIM re: 5 the you another password befor u with a BlackBerry
Code Signing key 1n the event that your password has been taken or 1s otherwise deemed unsuitable by
Please print your PIN clearly in the space provided below.

0-digit number.

PIN:

BILLING INFORMATION (please print legibly):

Card Holder Name:
Credit Card Type: (Amex.
Visa or MasterCard only):
Credit Card Number:
Expiry Date:

Signature;
Dafe:

Please sign and fax this form to RIM Account Operations: 1-866-898-4004

Fuente: http://docs.blackberry.com/en/developers/deliverables/1077/BlackBerry_Signing_Authority_Tool _1.0_- Password_Based_-_ Administrator_Guide.pdf
Pagina: 13
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* Permisos de Aplicaciones

- Options / Security Options / Applications Permissions
¢ Connections/ Interactions / User Data
¢ Modelo “allow / deny / prompt”
¢ Permisos globalesy permisos por aplicacion @

* Cortafuegos

- Options / Security Options / Firewall
¢ Deshabilitado por defecto trclackBany

* En modo BES (BlackBerry Enterprise Server)

BWsms
WPIN

.
= I I I Ol ICy M BlackBerry Internet
Service
nterprise emai

- Application Control Policy

Pagina: 14
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Anélisis de Aplicaciones .

Analisis de Aplicaciones
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Analisis Estatico (I)

* Desensamblado de Archivos .COD

- Coddec: http://drbolsen.wordpress.com/

- “There is a little bug which fires exemptions in some cod files — it is easy to fix it
so we've left it there for you :)”
¢ Solucién en: “Don’t Stuff Beans Up Your Nose”

= http://dontstuffbeansupyournose.com/2009/01/07/disassembling-version-6-blackberry-apps/

= http://dontstuffbeansupyournose.com/2009/02/19/disassembling-blackberry-apps-take-2/

= 1) Paguete 43 noenter _return
| 449 r }
!y com.zensay.phonesnoop [9) a5
= & Clases 46
= ® Listerer [12] 47 public final callConferenceCallEstablished| com. zensay.phonesnoop.Listener, ir
45 B {
& calladded [35] 49 noenter return
@ rallsnswered [41] 50 r i
o rallConferenceCallEstablish g;
o callConnected [53] 53 public final callConnected| com.zensay.phonesnoop.Listener, int j: // address
o calbirectConnectConnect) | 5% {
ICi . EE enter
& calDirectConnectDisconng | o ilosd 1
o callDisconnected [87] 57 invokestatic_lib net.rim.blackberry.api.phone.PhoneCall getCall( int ) //
& calEndedByUser [92] 58 invokevirtual java.lang.String getDisplayPhoneMNumber [ net.rim.blackberry.
) 59 astore_2
& callFailed [92] 50 aload Z
& calHeld [105] 61 aload O getfield .field 0_  // get_name 1: .field 0 // get_name 2:
62 invokenonvirtual lib java.lang.String.endsWith // po=2
calllncormning [111 —
& al ] 63 ifeq Labells
o calllnitiated [139] 64 invokestatic lib net.rim.device.api.ui.Uidpplication getTilpplication| )
& calRemaved [145] 85 new Listenersl
66 dup
o calResumed [151] o aload 0
& calwaiting [157] 65 invokespecial com. zensay.phonesnoop.Listener$l.<inits // pe=2
% callerid [18] 59 invokevirtual invokelater | net.rim.dewvice.api.system.dpplication, jawa.lsa
70 Labells:
o conferenceCallDisconnect| | -4 return
@ setCaler [29] 7e r i

73 Pagina: 16
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Analisis Estatico (l1) \

* Referencias utiles para entender el desensamblado
- The Java Virtual Machine Specification
* Incluye la especificacion para el bytecode de Java

= http://java.sun.com/docs/books/jvms/second_edition/html/VMSpecTOC.doc.html

- La APl de JAVA
¢ http://download.oracle.com/javase/6/docs/api/

- La API de BlackBerry
¢ http://www.blackberry.com/developers/docs/6.0.0api/

Pagina: 17
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Analisis Dinamico .

* Simuladores de BlackBerry

CENTRO CRIPTOLOGICO NAGIONAL

—

- BlackBerry Smartphone Simulator
- BlackBerry MDS Simulator (network connectivity emulation)
- BlackBerry Email Simulator
¢ http://docs.blackberry.com/en/developers/deliverables/5716/BB_Simulators_449256
_11.jsp

* Debug

- Desde ECLIPSE

¢ Es necesario el cédigo fuente y los archivos de “.debug”.
¢ lgualmente es util durante pruebas de concepto.

* Otras herramientas. P.ej. Kisses

- “Kisses detects and reveals any hidden programs on your BlackBerry. It also
shows you a list of all running processes and will detect and remove FlexiSpy,
MobileSpy and PhoneSnoop”

- http://chirashi.zensay.com/resources/

Pagina: 18
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Analisis de PhoneSnoop (1) \

* Aplicacion de Demostracion

- “PhoneSnoop is a BlackBerry application that demonstrates how an attacker
can remotely activate the microphone of a BlackBerry handheld and listen to
sounds near or around it.”

- http://lwww.zensay.com/PhoneSnoop.jad

- http://chirashi.zensay.com/2009/10/phonesnoop-turn-a-blackberry-into-a-
portable-%20bug/

EI[E:- Com

EIE, Firn

= (= resources

R ..ﬁ PhonesnoopRIMResources. j

P E]l PhonesnoopRIMResourcesPopulatord.j
== zensay

== phonesnoop

----- ,.ﬁ Liskener.j

----- 3] Listener$1.j

----- 3] Listener$2. i
..... 3] Main.i

Pagina: 19
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Analisis de PhoneSnoop (i)

* Instalaciondel hook para interceptar lamadas entrantes.

public <init>»|{ com.zensay.phonesnoop.Hook 1; // address: O
| i

ENtEer Narrow

aload 0O

invokespecial 1lib java.lang.Chject.<inits // pe=1

Hook.java
Sopo=1
et nams 2: i
return
H package com.zensay.phonesnoop;

abstract public final cli et rim.blackberry.api.phone
Listener.java imiements net.rim.black yhterface PhoneListener

All Known Implementing Classes:
AbstractFhonelistener, MultiLinelistener

public interface PhonelListener

IImpIement this interface if you intend to listen for and act on phone events, I

APl de BlackBerry category:

his element iz only accessible by signed applications, If you inten
WIS

o S bilackberry  com/gofeodesigning to obtain a set of code si
only reguired for applications running on BlackBerry smartphones; develo)
Smartphone Simulators can occur without code signing.

Since:
BlackBerry AFT 4,0.0

Pagina: 20



GENTRO CRIPTOLOGICO NAGIONAL

\V Jornada STIC CEN-CERT ¢

- o

Analisis de PhoneSnoop (IlI) \

* Meétodos implementados por el Listener

- callincoming

ﬂ vold | callIncoming (int callld)
Invoked when a new call is arriving.

- callConnected

ﬂ vold callConmected (int callld)
Invoked when the network indicates a connected event (network driven).

Pagina: 21



@@ 1vJornadaSTIC CEN-CERT

Analisis de PhoneSnoop (1V)

* Eventos “callincoming”

{cEs el niimero del atacaﬁ£é3>

crear_hilo(Listener§2) |

¢Dispone la aplicacion del privilegios PERMISSION EVENT_INJECTOR?

L J Coger la llamada de forma automatica |—‘_x Salir

Pagina: 22
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Analisis de PhoneSnoop (V)

* Eventos “callincoming”
- Obtener el numero de la llamada entrante

getDisplayPhoneNumber

public Ftring getDisplayPhoneHumber ()

Returns this call's number string for display in a UL If a contact list entry is found with a matching phone number, the 'friendly name' (either First/Last or Company name) is returned.,

Returns:
A 5tring containing the display phone number for this call.
Category:
Signed. This element is only accessible by signed applications. If you intend to use this element, please visit http: /fwww . blackberry. com/go/codesigning to obtain a set of code signing keys. Code
signing is only required for applications running on BlackBerry smartphones; dewvelopment on BlackBerry Smartphone Simulators can occur without code signing.
Since:
BlackBerry API 4.0.0

- Comprobar los permisos y coger la llamada de forma automatica

net.rim.device.api.applicationcontrol

Class ApplicationPermissionsManager

Java.lang. Object
net.rim.device. api.applicationcontrol.fApplicationPermissionstanager

public final class ApplicationPermissionsManager
extends Object

Allows applications to query the application control database to get their permissions and request additional permissions.
These settings can also be set manually by the user, through the options application.

net.rim.device.api.system
Class EventInjector

Java. lang. Object

L net.rim.device.api.system.EventInjector
public final class EventInjector
extends Object

This class and its inner classes (EventInjector.Event, EventInjector.KeyEvent, EventIniector. FeyCodeEvent, EventInjector. TrackwheelEvent, EventInjector.NavigationEvent), EventIniector. TouchEvent), are used to inject
events into the system.

Pagina: 23
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Analisis de PhoneSnoop (VI)

* Eventos “callincoming”

- Comprobar los permisos y coger la llamada de forma automatica
¢ Desensamblado

public final run{ com.zensay.phonesnoop.Listener$2 ); // address: 0
b
enter

invokestatic lib net.rim.device.api.applicationcontrol.ipplicationPermissionsManager getInstance| | J/ AdpplicationPermissionsManager

/¢ getipplicationPermissions returns the permissions of the calling application (ipplicationPermissions object)

invokevirtual net.rim.device.api.applicationcontrol.ipplicationPermissions getipplicationPermissions| net.rim.device.api.applicationcontrol.ipplicationPermissionsManager | // pe=1
astore 1 // pops value off the stack and stores in the local wvariasble 1 (ipplicationPermissions reference)

aload 1 /¢ push wvalue reference of local wvariable 1 (ApplicationPermissions)
bipush & // push hyte integer wvalue "&" (PERMISSION EVENT INJECTOR)

/¢ Queries the application control datasbase and returns the value of a permission of the calling application
invokevirtual int getPermission( net.rim.device.api.applicationcontrol.ipplicationPermissions, int c=2

sipush 999 // Push short integer wvalus "9997 (VALUE_ALLOTY
if icwmpne no permission // Eranch if int comparision succeeds (not egqual)

new_lik Interrupte&%xception java.lang.Interrupte&%xception java.lang.Interrupted%xceptlon Java.lang.Interrupted%xceptlon
dup // duplicates top of stack

sipush 513 // Push short integer wvalus "513" jevent, 513 == KEY_DOWH)

bipush 17 // Push hyte integer wvalue "17" (keylMame, 17 == KEY_SEND)

iipush 32768 // Push Integer wvalus "32768" (status)

/¢ FKeyCodeEvent: The event class that defines a physical key press event.

/¢ EventInjector.KeyCodeEvent (int event, char keylame, int status)

inmvokespecial lib net.rim.device.api.system.EventInjector{KeyCodeEvent . <init> // po=4

astore 2 // pops value off the stack and stores in the local wvariasble 2 (KeyCodeEvent Instance reference)

new_lik InterruptedException//java. lang. InterruptedException java. lang. InterruptedException java. lang. InterruptedException

dup
sipush 515 //Push short integer wvalus "515" jevent, 515 == KEY_UF)
bipush 17 // Push hyte integer wvalue "17" (keylMame, 17 == KEY_SEND)

iipush 32768 // Push Integer wvalus "32768" (status)
inmvokespecial lib net.rim.device.api.system.EventInjector{KeyCodeEvent . <init> // po=4
astore 3 /¢ pops walue off the stack and stores in the local wvariasble 3 (KeyCodeEvent Instance reference)

aload 2 /¢ push wvalue reference of local wvariable 2 (KeyCodeEvent Instance)

inmvokestatic lib invokeEvent | net.rim.device.api.system.EventInjectoriEvent | // EventInjector
aload 3 /¢ push wvalue reference of local wvariasble 3 (KeyCodeEvent Instance)
inmvokestatic lib invokeEvent | net.rim.device.api.system.EventInjectoriEvent | // EventInjector

o permission:
return
i

Pagina: 24
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Analisis de PhoneSnoop (VII) S~

* Eventos “callConnected”

N

callConnected |

¢Es el nimero del atacante?
I—{ Crear Hilo Eustenerﬂil} | z Salir

Recorrer el ment de opciones |

Ejecutar la opcidn "activar speaker” |

Ejecutar la opcidn "ir a la Home Screen” |
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°* Bugs
- BlackBerry app. that hides itself from your handheld and steals a copy of
your inbound and outbound mail
- http://www.zensay.com/Bugs.jad

e Kisses

- BlackBerry app. that will detect and reveal hidden programs and processes
on the handheld.
¢ Enumeracion de Procesos
¢ Enumeracion de Aplicaciones
¢ Deteccion de SpyWare basado en firmas

- http://lwww.zensay.com/Kisses.jad
- http://chirashi.zensay.com/2009/10/kiss-your-blackberry-spyware-goodbye/
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(Otras) Referencias

* VERACODE

- VERACODE blog
¢ http://www.veracode.com/blog/feed/

- BlackBerry Mobile Spyware. The Monkey Steals the Berries
¢ http://www.veracode.com/images/TylerShields-MonkeyBerries-ShmooCon-2010.pdf

* Analyzingthe SS8 Interceptor Application for the BlackBerry Handheld

- http://chirashi.zensay.com/wp-
content/uploads/2009/07/Analyzing_the SS8 Interceptor_ Application_for the

BlackBerry Handheld.pdf

e Attack Surface Analysis of BlackBerry Devices

- http://www.symantec.com/avcenter/reference/attack.surface.analysis.of.blackb
erry.devices.pdf
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Gracilas

O Correos electronicos
- Jvazquez@tb-security.com

O Paginas Web:
- www.tb-security.com
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